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A SUMMARY

The Cramer-Shoup Public-Key Encryption Scheme (CS1)
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Abstract

Public-key encryption (PKE) allows secure communication over open networks without the need of a shared secret in advance. However,
classical security notions for PKE often assume passive adversaries that only observe ciphertexts. This does not accurately reflect realistic
network environments where attackers may interact with protocols and obtain partial decryption capabilities. The strongest standard
security notion for PKE is indistinguishability under adaptive chosen ciphertext attacks (IND-CCAZ2), where an adversary can query
a decryption oracle before and after receiving a challenge ciphertext. This paper provides a detailed and accessible description of the
Cramer—Shoup encryption scheme (CS1), the first practical PKE construction proven IND-CCA2 secure under standard assumptions
without relying on the random oracle model. This paper includes the required background, the relevant security notions, a formal
description of CS1 and the main soundness and security arguments based on the Decisional Diffie-Hellman (DDH) assumption and target

collision resistant hashing (TCR).
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1. Introduction

Public-key encryption (PKE) is a fundamental concept in cryp-
tography where a pair of mathematically related keys, a public
and a private key, ensure a secure communication over a open
network. This makes it possible to exchange hidden messages
without requiring a shared secret in advance. The classical
security notions for PKE assume a passive adversary, being
a hypothetical algorithms that models the attackers strategy,
that can observe ciphertext but cannot interact. While this
setup is sufficient in a theoretical setting, it is hard to trans-
fer it to realistic network environments where an attacker
may try obtaining decryption capabilities through protocol
interactions.

In stronger models the adversary can adaptively submit
ciphertexts to a decryption oracle and use the response to
gain information about other encrypted messages. This setup
represents a real life network environment more accurately.

There are a few encryption schemes that are secure un-
der a passive adversary, but are completly insecure against the
stronger attack model. A good example is the ElGamal encryp-
tion scheme. (ElGamal 1985) To prevent such attacks from
breaking the scheme, the system has to remain secure even
in the presence of an active adversary with decryption oracle
access.

Prior to the work of Cramer and Shoup, encryption schemes
only achieved security against active adversaries by relying on
heuristic assumptions, such as the random oracle model. These
kind of assumptions make a theoretical solution possible but
cannot be implemented in the real world. The Cramer-Shoup
(CS) construction was the first practical public-key encryp-
tion scheme proven secure against an active adversary or pre-
cisely against adaptive chosen ciphertext attacks (IND-CCA2).
(Cramer and Shoup 2001)

This paper provides a detailed and accessible description
of the Cramer—Shoup encryption scheme and the theoretical
foundations on which its security is based.

2. Preliminaries
2.1 Notation and Mathematical Background

Throughout this paper a few cryptographically specific nota-
tions are used, that are helpful to clarify upfront.

The security parameter A € N is used as an input for an
algorithm in the form of 1M, The parameter makes it possible
to tell the algorithm how much security is wanted. It is used
to generate the keys that the scheme relies on.

Many algorithms used in this paper are probabilistic, mean-
ing that they make use of internal randomness during their
execution. This randomness is necessary for achieving security
properties such as indistinguishability and semantic security
(more on that later).

For random sampling we use the notation x <—g X, which
means that the value x is chosen uniformly at random from
the finite set X.

All cryptographic algorithms considered in this paper are
probabilistic polynomial-time (PPT) algorithms, ensuring that
they can be efficiently executed while still providing the nec-
essary security guarantees.

Furthermore we work in cyclic groups G of prime order
q, generated by an element g. Group operations are written
multiplicatively.

Lastly, a function negl(]) is called negligible if it grows
slower than the inverse of any polynomial in A.

2.2 Decisional Diffie-Hellman (DDH)

Cryptographic security proofs rely on assumptions about the
computational difficulty of certain mathematical problems. A
cryptographic assumption states that no efhicient algorithm
exists that can solve a given problem with more than negligi-
ble probability. Assumptions are not proven statements, but
problems that haven’t been solved yet. (Katz and Lindell 2014)

An assumption is said to be intractable if no PPT adversary
can solve the corresponding problem except with negligible
probability. Security proofs therefore show that breaking a



cryptographic scheme would imply the existence of a PPT al-
gorithm that violates the underlying intractability assumption.

Assumptions can be compared in terms of strength. Infor-
mally, a stronger assumption rules out more possible attacks,
while a weaker assumption rules out fewer. If assumption A
implies assumption B, but not the other way around, then A is
considered stronger than B. In cryptographic design we rely
on the weakest possible assumption that proves security.

In the context of cryptographic designs based on Difhe-
Hellman-based, there are three closely related assumptions:
the Discrete Logarithm Problem (DLP), the Computational
Diffie-Hellman problem (CDH), and the Decisional Diffie—
Hellman problem (DDH). While DDH is the weakest of these
assumption and therefore relies on CDH and DLP.

DLP = CDH = DDH

The discrete logarithm assumption states that, given a
cyclic group G of prime order ¢, a generator ¢, and an el-
ement ¢* for random x € Zy, it is infeasible for any PPT
adversary to compute the exponent x. This is an extraction
problem, because the adversary must explicitly recover secret
information.

The computational Difhie-Hellman assumption states that,
given ¢* and g for random x, y € Ly, itis infeasible to compute
the shared secret ¢*7.

The decisional Difie-Hellman (DDH) assumption is a dis-
tinguishing assumption, rather than an extraction assumption
like the previous ones. Informally, DDH states that Diffie—
Hellman tuples are computationally indistinguishable from
random tuples. Formally, given a tuple (¢*, g7, ¢%), where
x,y, 2 € Zg are chosen uniformly at random, no PPT adver-
sary can distinguish with non-negligible advantage whether
z = xy mod g or whether ¢% is an independent random group
element.

All three assumptions are average-case assumptions, mean-
ing that they assert hardness over randomly generated instances
of the problem, rather than worst-cases. This is crucial for
cryptographic applications, since keys and ciphertexts are gen-
erated randomly and an assumption may fail on one special,
specific instances while still holding on average. As a result,
such failures do not invalidate the security guarantees. (Karz
and Lindell 2014)

The Cramer—Shoup encryption scheme relies specifically
on the DDH assumption. This is because its security goal
is indistinguishability under chosen ciphertext attacks, and
therefore it is a distinguishing problem. (Cramer and Shoup
2001)

2.3 Target Collision Resistant Hashing (TCR)

In addition to DDH, Cramer-Shoup scheme also relies on an-
other assumption, the target collision resistence (TCR). TCR
states that after a random hash key (to determine the hashing
algorithm) and a random target input are fixed, it is compu-
tationally infeasible for an adversary to find a different input
that produces the same hash value. (Cramer and Shoup 2001;
Katz and Lindell 2014)
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TCR also relies on the stonger standard collision resistance,
where the adversary may choose both colliding inputs freely.

CR = TCR

The Cramer—Shoup scheme, uses TCR hashing to bind
together the components of a ciphertext. This prevents an
adversary from modifying a valid ciphertext without detection.

3. Secure Public-Key Encryption
3.1 Public-Key Encryption (PKE)

A public-key encryption scheme consists of three algorithms:
a key generation algorithm KeyGen, an encryption algorithm
Encrypt, and a decryption algorithm Decrypt. Katz and Lin-
dell 2014

* The key generation algorithm outputs a public key PK
and a related secret key SK.

KeyGen(1¥) — PK, SK

* The encryption algorithm takes the public key PK and a
message m as input and outputs a ciphertext 1.

Enc(PK, m) — ¢

* The decryption algorithm takes the secret key SK and a
ciphertext 1 and outputs either the original message m or
a rejection symbol.

Dec(SK, ¢) — m

The purpose of public-key encryption is to allow any party
to encrypt messages using the public key, while only the holder
of the secret key can decrypt them.

3.2 Soundness

Soundness, sometimes referred to as correctness, ensures that
the encryption and decryption algorithms are compatible. In-
tuitively, if all parties follow the protocol, so behave honestly,
the system should work as expected and decrypting an en-
crypted message with the corresponding keys should result in
the original message. (Katz and Lindell 2014)

Dec(SK, Enc(PK, m)) — m

Requiring perfect correctness for all keys and all random-
ness is often too strong. Instead, the notion of soundness used
by Cramer and Shoup allows for a negligible probability that
the key generation algorithm produces a bad key pair. A key
pair is called bad if there exists a message and a corresponding
ciphertext that fails to decrypt correctly. So the scheme is
sound if the probability of generating such a bad key pair is
negligible. (Cramer and Shoup 2001)
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3.3 Security Against Adaptive Chosen Ciphertext Attacks
(CCA2)

Security notions for public-key encryption differ in the amount
of power they grant to an adversary. Early notions, such
as semantic security and indistinguishability under chosen-
plaintext attacks (IND-CPA), assume a passive adversary who
can obtain encryptions of messages of its choice but cannot
interact with the decryption process. While these notions are
sufficient to guarantee confidentiality in restricted settings,
they do not really capture many realistic attack scenarios in
which an adversary may actively manipulate ciphertexts. (Karz
and Lindell 2014)

Semantic security informally states that a ciphertext should
not reveal any partial information about the underlying plain-
text. This notion is equivalent to IND-CPA security, which is
defined via an indistinguishability experiment (see Figure 1).
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Figure 1. IND-CPA Experiment

The adversary chooses two messages m and my, receives
an encryption of one of them, and attempts to guess which
message was encrypted. A scheme is IND-CPA secure if no
probabilistic polynomial-time (PPT) adversary can succeed
with more than negligible advantage.

Pr[l/ = b] < 0,5 + negl.

However, IND-CPA security does not prevent an adversary
from modifying ciphertexts in meaningful ways. This prop-
erty is called malleability and it refers to the ability of an ad-
versary to transform a ciphertext into another ciphertext, e.g.
in multiplicatively homomorphic schemes such as EIGamal
where the decrypted message is multiplied by a known factor.
(ElGamal 1985) Although this does not violate IND-CPA se-
curity, it becomes problematic in the presence of a decryption
oracle, since the adversary may exploit such transformations
to gain information about the original plaintext.

To model such active attacks, stronger security notions
are required. In a chosen ciphertext attack (CCA), the adver-
sary is given access to a decryption oracle in addition to the
encryption functionality. Two variants of CCA security are
commonly distinguished. In CCA1 security (also called non-
adaptive CCA), where the adversary may interact with the
decryption oracle only before receiving the challenge cipher-
text (see Figure 2). This already captures some forms of active
attacks, it does not allow the adversary to adapt its decryption
queries based on the challenge though.
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Figure 2. IND-CPA Experiment

The strongest and most realistic notion is adaptive chosen
ciphertext security (CCA2). In the IND-CCA?2 experiment,
the adversary is allowed to query the decryption oracle both
before and after receiving the challenge ciphertext, only with
the restriction that it may not decrypt the challenge ciphertext
itself (see Figure 3).

Challenger C Adversary A
m
Decryption (f
Oracle _—
y mg, m,
Y
b« {0, 1} =

N

m
Decryption (f
Oracle [N SN N
b’

&
Y

Figure 3. IND-CPA Experiment

This models an adversary that can interact arbitrarily with
a system even after observing the target ciphertext. A public-
key encryption scheme is said to be IND-CCAZ2 secure if any
PPT adversary can distinguish encryptions of chosen messages
only with negligible advantage over random guessing.

IND-CCAZ2 security is widely regarded as the strongest
standard notion of confidentiality for public-key encryption
and it implies semantic security, IND-CPA security, and non-
malleability. (Katz and Lindell 2014 ) Nevertheless, achieving
IND-CCAZ2 security is challenging, as it requires to ensure
message indistinguishability and prevent any meaningful ma-
nipulation of ciphertexts.

4. The Scheme CS1
4.1 Description of the Scheme

The Cramer—Shoup encryption scheme is based on the ElGa-
mal encryption scheme but introduces additional structure to
prevent chosen ciphertext attacks. (EIGamal 1985; Cramer and



Shoup 2001) The public key consists of multiple group elements
derived from secret exponents, while the secret key contains
these exponents. Encryption uses randomness to generate
Diffie-Hellman values and masks the message multiplicatively,
similar to ElGamal.

In addition, the ciphertext includes a hash-based verifica-
tion component that binds together all ciphertext elements.
During decryption, this verification is checked before the mes-
sage is recovered. If the verification fails, the ciphertext is
rejected. This mechanism ensures that modified ciphertexts
are detected and prevents adversaries from exploiting the de-
cryption oracle.

A formal description of CS1 looks like this:

Parameters and Setup
* Let A be the security parameter.
e LetT = (C, G, g, q) be a group description:
-GCG cyclic of prime order ¢
- g generator of G

* Let HF be a target collision resistant (TCR) hash family.

Key Generation
Input: 1A

1. Sample a group description:
I=(G,G.gq) «r S(1%)
2. Sample a hash key:
hk g HF KeySpace,
3. Sample secret exponents:
W <R ZZ;, X1,X2, Y1, Y2, %1, %2 R Zq
4. Compute public group elements:
=g e=gng?, [ =g, h=g1g®
Output:

* Public key:
PK = (T, hk,g,e,f, h)
* Secret key:
SK = (F, h/e, X15X2, y1, }/2’ 215 22)

Encryption
Input: public key PK, message m € G

1. Sample randomness:
U <R Zq
2. Compute Difhie—Hellman components:
a= gu’ q= (Q“
3. Mask the message:
b=W', c=b-m
4. Compute hash value:
V= HF;‘I\’)r (a, a, c)
5. Compute verification component:

d =t .fm/

Output ciphertext:

P = (a,Zz,c,d)
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Decryption
Input: secret key SK, ciphertext P = (a, 4, ¢, d)

1. Syntax check:

* reject if 1\ is not a 4-tuple
2. Group membership check:

s rejectifa,a,c ¢ G

3. Recompute hash v = HF;L’,F(a, a, )
4. Verification check:

* accept only if d = g*1™ V1V . g¥2*)2¥

5. Recover masking term b = ¢*! - 42

6. Recover message m = ¢ - h1

Output: message m or reject

4.2 Soundness Analysis

Soundness of the Cramer—Shoup scheme follows from the
structure of the encryption and decryption algorithms. For
honestly generated keys and ciphertexts, the verification equa-
tion checked during decryption always holds, and the masked
message can be correctly recovered. The probability that key
generation produces a key pair for which this property does
not hold is negligible. Therefore, the scheme is sound accord-
ing to the definition given in the preliminaries.

Theorem

Let (PK, SK) < KeyGen(17) and let m € G be any message.
Let { < Encrypt(PK, m).

Then Pr[Decrypt(SK, ) = m] = 1 except with negligible
probability over the randomness of KeyGen.

Proof
Let the public and secret keys be generated as specified by the

scheme:

. g =gw
< o= glgn
[0
o )= g7 %

During encryption, a random value u <—g Zgis chosen
and the ciphertext } = (4,4, ¢, d) is computed as:

u ~

a=g", a=g", b=h",

c=b-m
v= HFZL:r(a, ac), d=é"-f"

Verification Step
During decryption, the algorithm recomputes

AT ~
V= HFhle (a, a, c)

P
and checks whether d = g*1*71V . gX2*y2v

Substituting the definitions of a and a, we get:

ax|+y1v . ax2+y21/ = (gu)aﬁ yv, @“)x2+Y2V



Hochschule Flensburg

=g1/l.’X'1 .guxz 'guylv 'guyzv
- P )
= oM 'fW
which is exactly the value of d computed during encryption.
Therefore, the verification check in decryption always succeeds
for honestly generated ciphertexts.
Message Recovery

After successful verification, the decryption algorithm com-

putes:
b=a"-a%

Substituting a = ¢" and a = §", we get:
b= (") - (32 = (¢ 372)" = "
Finally, the message is recovered as:
m=c-b!
Since ¢ = b - m, this yields:
m=(b-m)-b="=m

For any honestly generated key pair and any message m € G,
decryption of an honestly generated ciphertext always result
in the original message. Therefore, the Cramer-Shoup en-
cryption scheme is sound, except with negligible probability
over key generation. [J

4.3 Security Analysis
To prove the security we can rely on our security assumptions.
We approach this by proving that if the scheme were false then
out assumptions had to be false as well. This is done iteratively
through a sequence of games, each differing from the previous
one by a small change.

Theorem
CS1 is IND-CCAZ2 secure assuming the hardness of DDH in
G and TCR of HF.

Proof
Let A be any PPT adversary against CS1 in the IND-CCA2
experiment.
Game 0
This is the real IND-CCA2 experiment against CS1.
Game 1
Is a hypothetical game, that is exactly like Game 0 only that we
modify the description oracle so it rejects any ciphertext that
is different from the challenge ciphertext. This modification
exposes an Event F, which can be defined as followed: The
adversary A submits a ciphertext (4, , ¢, d) 7 (ax, @, c*, dx) that
passes the verification checks in decryption. Our modification
artificially blocks this event F.

As a logical result of this we can now say, that if Game 0
and Game 1 were noticeably different then this would mean
that Event F happens often implying that it is possible for the

adversary to find another ciphertext that passes verification but
is different from the challenge. This would break TCR.

Finally we can say that assuming TCR holds, the difference
between Game 0 and Game 1 is negligible.

I Pr[GO] — Pr[G1]l — negligible (TCR)

Game 2

Is a hypothetical game, that is exactly like Game 1 only that
we replace the masking of the ciphertext 4" with a uniform
random group element R. This means when in Game 1 ¢ was
computed as ¢ = m * h" in Game 2 ¢ is now ¢ = m * R with
R < G.

We can draw a similar conclusion here: if Game 1 were
noticeably different from Game 2 then the adversary could
distinguish /" from R and therefore breaking DDH.

Assuming DDH holds, the difference between Game 1 and
Game 2 is negligible.

| Pr[G1] — Pr[G2]l — negligible (DDH)

Game 3

This is the trivial game that is used to put everything together
and finalize the proof. We can say that in this game the cipher-
text is generated independently of the challenge bit, which is
equivalent to Game 2.

|Pr[G2] — Pr[G3]I=0

Since the ciphertext is independent of the challenge bit, the
adversaries advantage is negligible and hence the probability

of winning the game is % + negl. This proves CS1’s security.
O

5. Conclusion

This paper was a summary and approachable explanation of the
Cramer-Shoup public-key encryption scheme CS1 together
with the theoretical background required to understand its se-
curity guarantees. Overall, the CS1 scheme demonstrates how
CCA2 security can be achieved under standard assumptions
without relying on the random oracle model. This makes the
Cramer-Shoup construction a foundational result in modern

public-key cryptography.
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